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DOCUMENT SECURITY

SECURITY ON TAP
Print-on-demand delivers encrypted passports immediately

by Rebecca Trela

The quest for document security  

bears a striking resemblance to the

“escalation dominance” theory of the

Cold War arms race: one side pulls

ahead, then the other. Just as one

party has the advantage with heavy,

sophisticated equipment, the opposi-

tion does them one better, which rais-

es the stakes even higher. 

Document Security Systems
(DSS), Rochester, N.Y., approach-
es increasing expense and elabo-
ration of document security fea-
tures with a new idea: back to
basics, with a twist. 

“Our technology revolves around
ink-on-paper,” says David Wicker,
vice president of operations and
technology at DSS. The company

protects the “base layer” of docu-
ments for their clients, working with
smarter, not more, security features.
This approach helped solve a prob-
lem for the company’s client Indra,
one of Spain’s largest IT firms, using
a print-on-demand setup for securing
documents anywhere in the world. 

Indra secures passport certificates
for mariners passing through the
Panama Canal, an international hub
of legal and illegal shipping activity
just 50 miles long. No boat can pass
through on its own—the Canal
Authority tows each vessel with elec-
tric power and there is always a long
wait, sometimes 24 hours. DSS’ solu-
tion had to provide security quickly
and accurately. 

“We were definitely looking for an on-
demand solution,” says Carlos
Fernández Allué, an international
director at Indra. “Other manufactur-
ers offered pre-printed security
paper, but the logistics attached to
delivering this paper in a secured
manner all over the world, especially
Panama, helped us make our deci-
sion.”

As computers and imaging devices
become more sophisticated, DSS
President Peter Ettinger says, it gets
easier every year to counterfeit
important documents. The industry,
for the most part, has been layering
features to make it simpler and more
obvious for law enforcement profes-
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sionals to determine which are
fakes—using holograms, RFID and
metallics. They’re easy to identify,
but aren’t feasible options for
remote locations or security on-a-
budget projects.

“Our philosophy is, ‘What happens
when the lights go out?’” Ettinger
says. “What if electronics aren’t
available to scan or verify docu-
ments? So we put effort into the
whole range of solutions.”
Several DSS principals worked for
the Wicker Group, a now defunct
print industry firm that also special-
ized in document security. The
Wicker Group was awarded a num-
ber patents for anti-counterfeiting
technologies, some of which were
nullified in the 1990s as the result
of lawsuits brought against
Standard Register and others. DSS
is currently awaiting judgment on a
patent infringement lawsuit with the
European Central Bank, regarding
the validity of a security feature on
the Euro note.

“We absorbed the patents and
intellectual property of the Wicker
Group,” Ettinger says. He has been
with the company about two years.
“But we are a new company with a
set of new, innovative products,
and hope that people in the indus-
try find us moving forward with new
technologies.”

For Indra, he explains, DSS adapt-
ed its manufacturing process to
work over the internet (see illustra-
tion). The Spanish IT company had
implemented national ID cards,
secure passports and visas in
Spanish-speaking countries, but
needed a unique solution for the
Panama Canal situation. Indra is a
technologically savvy company and
expected a quick result. “Our devel-
opment schedule is very aggres-
sive,” Allué says. “But DSS commit-
ted to our timetable and delivered a
working solution.”

The print-on-demand technology
utilizes familiar security features:
the VOID pantograph and DSS’
AuthentiGuard Prism application,
which reveals the “prism” image
when the plastic authenticator hand
piece is laid over the image. An
employee at the Canal Authority
examines a mariner’s documents at
the site, and types in the certificate
information. The information is sent
over the internet to DSS’ servers,
which encrypts the document and
sends it back in three to 10 sec-
onds. Sensitive information is
coded in a special area of the
paper, which affords about the
same level of security as safety
paper.

The Canal Authority can then print
the certificate and hand it over
immediately, confident in the
authentic document. The solution
requires no special equipment, ink
or paper—just a laptop with an
internet connection and any laser
printer. Of course, DSS sets up the
server solution only for screened
and licensed clients.

“This saved a lot of time in develop-
ing and testing a solution, and it’s
increased our security with a state-
of-the-art idea,” Allué says, and it
has addressed the problem of sold,
stolen and duplicate certificates
without waiting weeks to get a new
secured document.

DSS also uses this technology to
send one encrypted document to
be printed at multiple locations, and
to print secure bank notes and doc-
uments in third-world countries.
The paper- and plastic-based tech-
nologies protect tickets, identifica-
tions, airline parts and other sensi-
tive information, such as social
security numbers, birthdays and
even pictures. They can be printed
in up to four colors on any materi-
al—labels, Tyvek, greeting cards—
and can cover any size area.

“It’s a fairly elegant form,” Ettinger
says. “There are certain areas in
the document that you can’t read
without a piece of glass or plastic,
but it’s energy-free. You don’t need
a black light or special chemicals to
look at it.”

The technology is rapidly catching
on in the world of finance, govern-
ment and health care, Ettinger con-
tinues. “There are lots of cool things
you can do on a computer, espe-
cially for places that need to man-
age everything on the internet and
for whom security paper isn’t a
good option.” Wicker also empha-
sizes that on-demand solutions
mean different levels of security
can be put on the same document
at different locations or for different
applications, based on the situa-
tion.

Of course, it’s not a cheap solution,
but security features are a neces-
sary cost of doing business for
many firms. “I wouldn’t estimate
this one check at a time,” Ettinger
says. “It’s not that you stand to lose
$600 from a forged paycheck.
What’s the cost of a faked brand
name on a part—a plane crash? A
car damaged? A game piece that
awards everyone? It’s about the
long-term litigious and social
effects on your business.”

“Improving passport technology yet
disregarding the security of the
actual document is a useless
effort,” Allué says, referencing cur-
rent international debates about
security passports with RFID and
other technologies. “This is a suc-
cessful solution, using technology,
that’s very simple.” Indra will secure
other documents in the internation-
al arena this way, the company
says. 

Rebecca Trela is assistant editor at Print
Solutions magazine. Email comments to
rtrela@dmia.org.


